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Computer network security has become increasingly important with the
growing complexity of cyberattacks. Deep learning-based Intrusion Detection
Systems (IDS) represent a potential solution due to their capability to capture
sequential patterns in network traffic. This study proposes a Double-Layer
GRU-based IDS with Feature Fusion to enhance the representation of both
numerical and categorical data in the NSL-KDD dataset. The training process
employs systematic preprocessing techniques, including normalization and
one-hot encoding. Experimental results demonstrate high accuracy and
generalization with stable performance on both training and testing data, as
well as competitive macro Fl-scores for multi-class attack detection.
Furthermore, interpretability aspects are explored through Explainable
Artificial Intelligence (XAI) methods using SHAP and LIME. SHAP provides
global insights into the contributions of important features, while LIME
explains the influence of features at the local level for individual predictions.
The integration of both methods not only enhances transparency and trust in
the IDS but also offers deeper insights into dominant attributes in detecting
attack patterns. Accordingly, this study contributes to the development of IDS
that are accurate, interpretable, and applicable to modern network security.
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L INTRODUCTION

Computer network security has become one of the crucial
aspects in the digital era, marked by increasingly complex
cyberattacks. One of the widely developed mechanisms for
detecting such attacks is the Intrusion Detection System
(IDS) [1].

In recent years, the application of deep learning in IDS
has shown promising results due to its ability to extract
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complex patterns from network data [2]-[3]. One of the
commonly used architectures is the Gated Recurrent Unit
(GRU), particularly effective for sequential network traffic
data [4]-[5]. However, most studies remain focused on
employing a single-layer GRU, while the Double-Layer GRU
with Feature Fusion approach has been proven to provide
richer representations and improved detection performance.

Although the performance of deep learning-based IDS
models continues to improve, significant challenges arise



regarding interpretability, as these models are inherently
black-box in nature, making it difficult to understand the
reasoning behind each prediction [6]. This issue is
particularly critical in the context of network security, where
administrators need to identify the contribution of specific
features to the classification of attacks or normal traffic.

To address this challenge, Explainable Artificial
Intelligence (XAI) approaches have been increasingly
applied. Two widely used methods are SHAP (SHapley
Additive exPlanations) and LIME (Local Interpretable
Model-agnostic Explanations). SHAP enables both global
and local analysis based on game theory, while LIME focuses
on providing local explanations for model predictions [7]. By
combining these methods, a more comprehensive
understanding of the behavior of the GRU-based IDS can be
achieved.

The NSL-KDD dataset is employed in this study as an
enhancement of KDD’99 designed to reduce data
duplication, with multi-class labels (Normal, DoS, Probe,
R2L, U2R), and a more balanced distribution [4]. These
advantages make NSL-KDD remain relevant as a benchmark
for evaluating deep learning models and the interpretability
of IDS.

This study aims to develop a Double-Layer GRU-based
Intrusion Detection System (IDS) with Feature Fusion using
the NSL-KDD dataset. In addition, it analyzes the
interpretability of the model through SHAP and LIME
methods, and compares their effectiveness in explaining
feature contributions to attack classification [8].

The main contributions of this research are the design of
an IDS architecture that leverages Double GRU with Feature
Fusion to strengthen sequential representations, and the
interpretability analysis of IDS by combining SHAP and
LIME, covering both global and local perspectives. This
study also provides insights into the key features of the NSL-
KDD dataset that play a significant role in attack detection

[9].

Modern IDS research extensively explores sequential
architectures such as RNNs and GRUs to capture temporal
dependencies in network traffic. Studies on Double-Layer
GRU with feature fusion demonstrate that combining
statistical and sequential representations can improve multi-
class detection on common benchmarks compared to single
approaches  [10].  Consequently,  wrapper/ensemble
approaches for feature selection and fusion have also proven
effective in reducing dimensionality while retaining relevant
features for NIDS, thereby improving both accuracy and
efficiency. Furthermore, ensemble methods in IoT
ecosystems integrate advanced learning and feature selection
techniques, ensuring competitiveness in heterogeneous
scenarios such as NSL-KDD and UNSW-NB15 [11].

GRU is often chosen for its efficiency in handling long
sequences compared to LSTM, and several studies indicate
that double or stacked layers enrich temporal representations,
especially when combined with other feature channels
(feature fusion). Recent IDS frameworks also propose
pipelines that integrate feature extraction, selection/filtering,
and sequential classification to achieve a balance between
accuracy and computational cost [12].

The growing performance of black-box models has
intensified the need for XAI in IDS. Recent surveys
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emphasize the importance of explaining IDS decisions for
SOC analysts and mapping XAl techniques (both global and
local) applicable in this domain [11]-[12]. Methodological
level, SHAP offers additive consistency based on game
theory for local-global feature attribution, while LIME
provides local explanations through interpretable models
trained around the target instance. Applied studies have
shown that SHAP and LIME facilitate decision auditing,
feature selection, and threat validation in security scenarios
such as IDS and malware analysis [13]-[15]

The NSL-KDD dataset remains an important benchmark
due to its improvements over KDD’99 (reduced redundancy
and controlled difficulty), its multi-class labels, and its wide
availability for experimental replication. Many recent IDS
studies continue to report results on NSL-KDD (often
alongside CIC/UNSW) to evaluate the generalization of new
architectures, including those based on CNN/RNN/GRU,
ensembles, and feature fusion .Nevertheless, the literature
highlights limitations in distribution gaps compared to
modern traffic, thereby encouraging some studies to combine
datasets/features and conduct multi-dataset evaluations as
well as XAl-based analysis to ensure more reliable findings
[12].

Based on the literature review, several research gaps can
be identified. First, studies that explicitly implement a
Double-Layer GRU architecture with a feature fusion
approach and perform a comprehensive evaluation on the
NSL-KDD dataset remain very limited [16]. Second, research
comparing SHAP and LIME interpretability methods in
sequential network-based intrusion detection models is
relatively rare, with most studies relying on only one XAI
approach [17]-[18].Third, there is a lack of integrated
pipelines that provide transparency through both global and
local feature analysis [19].

IL.

A. Dataset NSL-KDD

Data Description and Volume. NSL-KDD is an improved
version of KDD’99 that reduces redundancy and controls
difficulty levels, making it more representative as an IDS
benchmark. The official release provides four files:
KDDTraint, KDDTrain+ 20Percent, KDDTest+, and
KDDTest-21. The commonly used main subsets consist of
125,973 records for KDDTrain+ and 22,544 for KDDTest+.
The dataset contains 41 features (38 numerical and 3
categorical: protocol_type, service, flag) along with class
labels (Normal, DoS, Probe, R2L, U2R) [20].

METHODOLOGY

B. Pre-processing

Data Preprocessing. The preprocessing stage in this study
was conducted through several systematic steps to ensure
dataset quality and consistency. First, data cleaning was
performed by removing corrupted rows and irrelevant
columns, leaving only 41 features along with the target label.
Next, categorical features such as protocol type, service, and
flag were encoded using one hot encoding or embedding
techniques, particularly to support the categorical GRU
branch in the model architecture. For numerical features, a
total of 38 attributes were retained.

In addition, the class imbalance problem in the dataset
particularly in minority attack categories such as R2L and
U2R was addressed by applying class weights or,
alternatively, focal loss, which has been reported in several



studies to be effective in feature fusion-based IDS [1]. The
data partitioning process followed the official NSL-KDD
scheme, using KDDTrain+ as the training set and KDDTest+
as the testing set. From the training data, 10%-20% was set
aside as a validation set using stratified sampling to preserve
class proportions.

C. Double Layer GRU with Feature Fusion Architecture

The proposed Double-Layer GRU with Feature Fusion
architecture is designed to enhance the capability of intrusion
detection systems in capturing complex patterns within
network data. By utilizing two stacked GRU layers, the
model strengthens the sequential representation of numerical
data, while the categorical pathway is processed through an
embedding mechanism to represent symbolic information in
a more compact form. These two processing branches are
subsequently merged using a feature fusion technique,
resulting in a richer and more informative joint
representation. This approach not only improves
classification accuracy but also provides flexibility in
modeling the heterogeneous characteristics of the NSL-KDD
dataset.
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Fig. 1. Double-Layer GRU with Feature Fusion Architecture.

Technically, Fig. 1 illustrates the Double-Layer GRU
architecture consisting of two parallel GRU branches:

1. Input Layer: At the initial stage, the preprocessed
network traffic data is divided into two main feature groups:
the sequential layer and the representation layer. The
sequential layer contains numerical features that are
continuous or ordinal in nature (e.g., duration, src_bytes,
dst_bytes), making them suitable to be treated as sequential
data. In contrast, the representation layer consists of
categorical features (e.g., protocol_type, service, flag), which
have been transformed through embedding to obtain compact
representations that can be effectively processed by neural
networks. This separation is intended to optimize the role of
each feature type according to its characteristics, enabling the
numerical branch to capture temporal patterns while the
categorical branch enriches the contextual representation of
the data.

2. GRU Sequential: This branch is specifically designed
to extract temporal information from numerical data
processed as sequential series. The input data is structured
and then fed into a GRU layer. The first GRU layer (e.g., 128
units) functions as a temporal feature extractor, capturing
sequential dynamics of network activities such as normal
traffic patterns and intrusion behaviors. The output from the
first GRU layer is subsequently passed into the second GRU
layer (e.g., 64 units), which further deepens the abstraction of
temporal representations. Through the use of these two GRU
layers (Double Layer), the model gains a multi-level
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understanding of complex temporal patterns, thereby
becoming more robust in detecting sequence-dependent
attacks such as DoS or probing.

3. GRU Representation: In contrast to the sequential
branch, the GRU Representation branch focuses on the
integration and enrichment of feature representations. This
branch can receive two types of input: (a) the output from the
first Sequential GRU layer, which contains temporal
representations, and (b) the original input data or categorical
features that have been embedded. By combining these two
sources of information, the branch constructs richer and more
comprehensive feature representations. This process ensures
that the model does not solely focus on sequential patterns
but also incorporates the symbolic context of categorical data.
A GRU or MLP layer within this branch serves as an
additional processing stage, balancing the contributions of
both types of information.

4. Feature Fusion Layer: This stage represents the core of
the feature fusion architecture. The outputs from the GRU
Sequential branch and the GRU Representation branch are
combined using concatenation to form a fused representation.
This fused representation incorporates both temporal and
symbolic information, thereby providing a holistic view of
network traffic data. Subsequently, dense layers with a
certain number of neurons are applied to integrate and
strengthen feature interactions. These layers are often
equipped with dropout as a regularization technique to
enhance the model’s resilience against overfitting. Through
this approach, the fusion results improve the model’s
generalization capability compared to a single-stream
pathway.

5. Output Layer: The fused representation produced by
the fusion layer is passed into the classification layer to
generate the final prediction. Typically, the last dense layer
employs a softmax activation function (for multi-class
classification, e.g., Normal, DoS, Probe, U2R, R2L). This
function transforms the numerical representation into class
probabilities, thereby facilitating the interpretability of
results. To improve detection accuracy, the model training
process is regulated using regularization strategies such as
early stopping based on macro-F1 scores on the validation
set, which is particularly relevant given the imbalanced
nature of IDS data. Thus, the output layer not only provides
predictions but also ensures fairer classification for minority
classes.

D. Training and Evaluation

The training and evaluation of the model were conducted
systematically to ensure optimal and reliable performance.
The data partitioning followed the official NSL-KDD
scheme, where KDDTrain+ was used as the training set, with
10%-20% stratified sampling reserved as the validation set,
and KDDTest+ employed as the final testing set. Training
parameters were determined based on preliminary
experiments to balance accuracy and computational
efficiency. The Adam optimizer was selected for its ability to
accelerate convergence through adaptive learning rate
updates. Meanwhile, categorical cross-entropy was employed
as the loss function, as it is well-suited for multi-class
classification scenarios in IDS.

Model performance evaluation was carried out using
multiple metrics to provide a comprehensive assessment of
classification quality. In addition to accuracy, precision,



recall, and Fl-score were used to evaluate the model’s
correctness and sensitivity in attack detection. F1-score,
particularly in its macro form, was chosen as the primary
metric because it effectively addresses class imbalance
commonly found in IDS datasets, especially in minority
attack categories such as R2L and U2R. With this
combination of metrics, model performance analysis
becomes more comprehensive, assessing not only overall
accuracy but also the model’s effectiveness in detecting
various types of attacks, as illustrated in Fig. 2.
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Fig. 2. Experimental Scheme Flow

E. Interpretability Analysis

The interpretability analysis in this study was conducted
using two primary approaches: SHAP (SHapley Additive
exPlanations) and LIME (Local Interpretable Model-
Agnostic Explanations), with the main objective of gaining
an in-depth understanding of the contribution of each feature
to the model’s decisions. SHAP was selected due to its strong
theoretical foundation in cooperative game theory, where
each feature is treated as a “player” that contributes to the
overall outcome. In the context of IT security, this
perspective allows us to quantify how much each network
traffic attribute (e.g., protocol type, connection count, or byte
volume) contributes to the detection of an intrusion. Thus,
SHAP not only provides an objective measure of feature
importance but also translates the abstract principles of game
theory into actionable insights for identifying the most
critical indicators of malicious behavior.

In the context of global interpretation, SHAP highlights
the key features that dominate the classification process
across the entire dataset, allowing researchers to identify
which features are consistently important in distinguishing
between normal and attack traffic. For instance, features such
as src_bytes, service, or flag may emerge as primary
indicators in differentiating access patterns. At the local level,
SHAP provides case-specific explanations regarding how a
particular combination of features contributes to the
prediction of a single instance. This is particularly important
in IDS, as it allows case by case analysis where model
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decisions can be understood in detail rather than solely based
on overall trends. Thus, SHAP serves as a comprehensive
interpretability tool, covering both global insights and
localized understanding of model behavior.

In addition to SHAP, this study also employs LIME as an
interpretability approach focused on the local level. Unlike
SHAP, which computes feature contributions based on game
theory, LIME works by constructing a simple linear model
around a specific instance to approximate the behavior of the
complex model in that local region of the data. As such,
LIME is able to explain why a given data point is classified
into a particular category such as Normal, DoS, Probe, R2L,
or U2R. This method is effective because it is model agnostic,
meaning it can be applied to various types of models,
including complex architectures like the Double Layer GRU
with feature fusion.

One of the advantages of LIME lies in its ability to
produce explanations that are more intuitive and human
readable, particularly for network security practitioners who
may not have a deep background in deep learning. In this
study, LIME complements SHAP by providing a clearer local
perspective on the influence of individual features in specific
cases for example, how values of protocol type or dst bytes
contribute to intrusion detection. By combining these two
methods, the study not only evaluates IDS performance in
terms of prediction accuracy but also ensures transparency
and accountability in decision-making. Such transparency is
crucial to increase user trust and to provide deeper insights
into the underlying factors that drive network attacks within
the NSL-KDD dataset.

III. RESULT AND DISCUSSION
A. IDS Model Results
After completing the data preprocessing stage,

architectural design, and training process using the NSL-
KDD dataset, this study produced a Double-Layer GRU-
based Intrusion Detection System (IDS) with feature fusion.
To evaluate the model’s performance, accuracy and loss were
assessed on both training and testing data across varying
numbers of epochs. This evaluation aims to examine the
consistency of the model’s performance in detecting attacks
as well as its ability to generalize to previously unseen data.
The following table presents the model’s accuracy and loss
results at several training epoch checkpoints.

TABLE I. EXPERIMENTAL RESULTS

Epoch Accun:acy Accuracy Los.s Loss
Train Test Train Test

20 99,46 99,48 1,42 1,35
60 99,51 99,52 1,44 1,39
100 99,58 99,55 1,34 1,47

Based on the training results presented in Table 1, it can
be observed that the Double-Layer GRU with feature fusion
demonstrates strong consistency between the training and
testing datasets. At the 20th epoch, the training accuracy
reached 99.46% with a testing accuracy of 99.48%,
accompanied by loss values of 1.42 (training) and 1.35
(testing). As the number of epochs increased to 60, the model
accuracy improved to 99.51% for training and 99.52% for
testing, with loss values of 1.44 (training) and 1.39 (testing).



At the 100th epoch, the accuracy reached 99.58% for training
and 99.55% for testing, while the testing loss slightly
increased to 1.47. The maximum accuracy gap between
training and testing remained below 0.1%, which strongly
indicates that the model does not suffer from significant
overfitting and maintains good generalization. The slight
increase in testing loss at later epochs reflects a normal
variation in optimization and does not compromise the
stability of the model’s performance.

Training and Validation Accuracy NSL-KDD

1.00

Accuracy (%)

—— Training
Validation

0 20 40 60 80 100
Epoch

Fig. 3. Training and Validation Accuracy NSL-KDD

Fig. 3 shows the training and validation accuracy curves,
which rise sharply in the first 20 epochs and then stabilize
above 99% until the end of training. The close alignment of
these curves confirms that the risk of overfitting is minimal.
Figure 4 presents the training and validation loss curves,
which both decrease rapidly in the early epochs and stabilize
close to zero. The small gap between the two loss curves
further reinforces that the proposed model generalizes well to
unseen data. Moreover, regularization techniques such as
dropout and early stopping were applied during training to
further reduce the risk of overfitting. These findings
demonstrate that the proposed Double-Layer GRU with
feature fusion effectively captures attack patterns with high
accuracy while preserving strong generalization capability.

Training and Validation Loss NSL-KDD

—— Training Loss
12 Validation Loss

0 20 40 60 80 100
Epoch

Fig. 4. Training dan Validation Loss NSL-KDD

Fig. 4 presents the training and validation loss of the IDS
model on the NSL-KDD dataset over 100 training epochs. It
can be observed that the loss values in both curves decrease
sharply during the first 20 epochs and then gradually
stabilize, approaching zero toward the end of training. The
close alignment between the training loss and validation loss
curves indicates that the model does not exhibit significant
overfitting, but rather is able to learn effectively with good
generalization. This result reinforces that the Double-Layer
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GRU with feature fusion architecture successfully optimizes
the learning process for accurate intrusion detection.

B. SHAP Analysis (Global Interpretability)

High model accuracy alone is not sufficient, as
predictions without transparent explanations are difficult to
trust and apply in real-world environments. Explainable Al
methods such as SHAP (SHapley Additive exPlanations)
provide insights into how each feature contributes to the
model’s predictions. Beyond describing feature importance,
SHAP can guide security practitioners in prioritizing
monitoring and response strategies. For example, identifying
features with consistently high impact on DoS predictions
(e.g., F32, F30, F36, and F26) allows network administrators
to focus on those traffic patterns for early detection.
Similarly, understanding which features dominate the
classification of rare attack types like R2L or U2R can inform
the design of tailored detection rules or alert thresholds,
improving operational efficiency. Thus, SHAP offers not
only transparency but also actionable intelligence, enabling
practitioners to interpret model outputs in the context of
network security decisions and threat mitigation.

Figure 5-9 below show the SHAP Summary Plots for
each attack class in the NSL-KDD dataset. These plots
highlight the most influential features per class, revealing
patterns that can be monitored or mitigated in real networks.
Positive SHAP values indicate features that increase the
likelihood of a class prediction, while negative values reduce
it. By linking feature impact to concrete security measures.

SHAP Summary Plot for Normal Class
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Fig. 5. SHAP Summary Plot for Normal Class

Fig. 5 presents the SHAP Summary Plot for the Normal
class in the NSL-KDD dataset. This plot illustrates the
contribution of features (such as F21, F22, F25, F29, F34) to
the model’s prediction in classifying network traffic as
normal. Positive SHAP values increase the probability of
being classified as Normal, while negative values decrease it.
The red color represents high feature values, whereas blue
indicates low values. It can be observed that features F29,



F22, and F34 have a dominant influence in the classification
process.

SHAP Summary Plot for DoS Class
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Fig. 6. SHAP Summary Plot for DoS Class

Fig. 6 displays the SHAP Summary Plot for the DoS
attack class. The horizontal axis represents the impact of
features on the output, where positive SHAP values drive
predictions toward DoS, while negative values reduce them.
The color of the points indicates feature values (blue = low,
red = high). Features F32, F30, F36, and F26 appear dominant
due to their wider SHAP value distributions, indicating their
significant role in the model’s decision-making process.

SHAP Summary Plot for Probe Class
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Fig. 7. SHAP Summary Plot for Probe Class

Fig. 7 presents the SHAP Summary Plot for the Probe
class. Features such as F65, F30, and F28 appear dominant in
influencing predictions. Positive SHAP values drive the
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model toward the Probe class, while negative values shift
predictions toward other classes, thereby facilitating the
global interpretation of the model.

SHAP Summary Plot for R2L Class
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Fig. 8. SHAP Summary Plot for R2L Class

Fig. 8 presents the SHAP Summary Plot for the R2L class,
illustrating the influence of features on the model’s
predictions. Each point represents the SHAP value of an
instance, where red indicates high feature values and blue
indicates low values. Features such as F65, F29, F30, and F18
appear to have the most significant impact, albeit with a
relatively small magnitude. The direction of the SHAP values
reflects whether a feature contributes to driving the model
toward predicting the R2L class or otherwise.
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Fig. 9. SHAP Summary Plot for U2R Class



Figure 9 illustrates the SHAP Summary Plot for the U2R
class, depicting the contribution of each feature to the
model’s predictions. Features F29, F65, F28, and F8 appear
to have a dominant influence on the outcomes. Red points
indicate high feature values, while blue points indicate low
values. Positive or negative SHAP values show whether a
feature increases or decreases the likelihood of predicting the
U2R class, thereby aiding in understanding the important
patterns recognized by the model.

The SHAP Summary Plots presented in Figures 5-9 do
not only highlight the most influential features for each class,
but also provide actionable insights for security practitioners.
By identifying which features have the strongest impact on
predictions, network administrators can prioritize monitoring
and mitigation strategies.
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Fig. 5. SHAP feature importance for model IDS

Fig. 10 above illustrates the SHAP feature importance
analysis of the Double-Layer GRU-based IDS with Feature
Fusion on the NSL-KDD dataset.

1. The horizontal axis represents the mean absolute
SHAP values (mean SHAP value), reflecting the
magnitude of each feature's contribution to the model
output.

The wvertical axis displays the features ranked
according to their highest contribution. It can be
observed that F30, F32, F29, and F21 are the dominant
features that most influence classification decisions.
The color of the bars indicates the distribution of
feature contributions across different attack classes,
for example, Class 0 (Normal), Class 1 (DoS), Class 2
(Probe), Class 3 (R2L), and Class 4 (U2R).

The distribution patterns show that the same feature
can contribute differently to multiple classes. For
instance, F36 plays a significant role in Class 0 and
Class 1, whereas F30 is more influential for Class 4
and Class 2.

These results confirm that the model does not rely on a
single specific feature, but rather utilizes a combination of
multi-dimensional ~ features to  distinguish  attacks.
Furthermore, SHAP based interpretations provide global
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insights into critical features, serving as a reference for
network administrators to understand attack patterns and to
validate the decisions made by the IDS model.

Overall, the SHAP analysis translates model predictions
into practical guidance, allowing security teams to focus
resources on the most impactful traffic features, design
targeted detection rules, and improve the efficiency of
incident response. This ensures that high model accuracy is
complemented by actionable intelligence in real-world
network security operations.

C. LIME Analysis (Local Interpretability)

In addition to global interpretability, it is also important
to understand the reasoning behind the model's prediction for
a specific sample. This is particularly relevant in the context
of Intrusion Detection Systems (IDS), as each prediction
whether traffic is classified as normal or malicious needs to
be explainable so that network administrators can
comprehend the basis of the model's decision making. One
widely used method for this purpose is LIME (Local
Interpretable Model-agnostic Explanations).

LIME operates by creating a simpler local approximation
of the model around the data being analyzed. Consequently,
LIME can highlight which features contribute most to a
specific prediction, along with the direction of their influence
(positive or negative). This analysis is especially useful for
verifying or auditing model predictions, for instance, to
ensure that attack classifications are not driven by model bias
or errors. Therefore, LIME serves as an important
complement to SHAP, providing deeper explanations at the
individual level (local interpretability).

Fig. 6. Local Interpretation results using the LIME method

Fig. 11 above illustrates the local interpretation results
using the LIME method on a sample from the Double Layer
GRU based IDS model.

1. Left section shows the class prediction probabilities.
The model assigns the highest prediction to Class 4
(0.99), while probabilities for the other classes are
relatively low (Class 0, Class 1, Class 2, Class 3 <
0.01).

Middle section illustrates the feature contributions
to the prediction, divided as follows.

NOT Class 1 (gray) features that decrease the
likelihood of the sample being classified as Class 1.
Class 1 (orange) features that push the prediction
toward Class 1.

It can be observed that features such as F111, F74,
and F90 have strong negative contributions (shifting
the prediction away from Class 1), whereas features
F78, F221, and F105 provide small contributions
toward Class 1.

Right section displays the actual feature values of
the analyzed sample, which serve as the basis for
calculating feature contributions in the model.



This result indicates that LIME is capable of explaining
model decisions at the individual instance/sample level. Such
explanations complement SHAP analysis (which is global)
by providing insights into why the model produces specific
predictions. Consequently, network administrators can
understand the precise reasons behind the classification of a
packet or network connection, which is crucial for validating
IDS decisions and enhancing user trust.

Local explanation for class Class_1

F4 <=-0.09

F32 >-0.31
Fl4 <=-0.02
F121 <= 0.00 _
F84 <= 0.00
F11 <=-0.02

F105 <= 0.00

-0.20 -0.15 -0.10 -0.05 0.00 0.05 0.10 0.15

Fig. 7. Local Explanation results for Class 1

Fig. 12 shows the local interpretation results using LIME
for an instance predicted as Class 1, where green bars indicate
features supporting the classification and red bars indicate
opposing features. Features F4, F32, F14, F84, F11, and F105
contribute positively, promoting the prediction, while F111,
F98, F88, and F121 contribute negatively, steering the model
away from Class 1. The bar lengths represent each feature’s
relative influence, with F4 (< -0.09) and F32 (> -0.31) being
the strongest positive factors and F111 (< 0.00) the strongest
negative factor. This concise visualization allows security
analysts to understand the key factors behind specific IDS
predictions, enhancing transparency and trust in the system.

The model interpretation results in Figures 10 through 12,
both globally using SHAP and locally using LIME, have
significant implications for real-world practice, particularly
in network security management. By using SHAP,
administrators can understand which features consistently
influence the model's predictions across the entire dataset,
thereby helping to prioritize monitoring or threat mitigation.
For example, if SHAP indicates that certain features (e.g.,
F32 or F74) have a substantial impact on detecting DoS
attacks, administrators can focus on monitoring or
strengthening protection for those network parameters.

On the other hand, local interpretation using LIME allows
for a more detailed understanding of each individual decision
made by the IDS. Figures 11 and 12 illustrate how specific
features either push or inhibit the classification of a network
packet or connection into a particular attack class. In practice,
this information is highly useful for auditing and verifying
the model's predictions. For instance, if a network packet is
classified as an R2L attack (Class 1), administrators can
examine the features that contribute most significantly to that
decision. This enables them to assess whether the model's
prediction is contextually reasonable or potentially
influenced by data bias.
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IV. CONCLUSION

A. Conclusion

This study proposes a Gated Recurrent Unit (GRU) based
Intrusion Detection System (IDS) integrated with
Explainable Artificial Intelligence (XAI) methods,
specifically SHAP and LIME, to enhance the interpretability
of intrusion detection systems. Experiments on the NSL-
KDD dataset demonstrate that the proposed IDS model can
achieve competitive performance, as indicated by key metrics
such as high accuracy, precision, recall, and F1-score.
Furthermore, the integration of XAI methods provides
significant added value: SHAP proves effective in delivering
a global view of feature importance, facilitating the analysis
of attack patterns and the identification of the most influential
attributes in classification. Meanwhile, LIME contributes to
local interpretability by offering intuitive explanations of the
model’s decisions at the individual sample level.
Consequently, this study not only emphasizes the
effectiveness of GRU as a sequence-based IDS model but
also highlights the importance of XAI integration in
improving transparency, trustworthiness, and providing a
foundation for the development of IDS that is both accurate
and explainable.

B. Future Directions

Although the results of this study are promising, several
avenues remain open to strengthen the contribution of the
proposed IDS model. Future work will focus on evaluating
the model using modern and more representative datasets,
such as CIC-EVSE2024 and CIC-IoV2024 from the
Canadian Institute for Cybersecurity, to validate its
generalization on contemporary network traffic patterns. In
addition, performance assessment will be extended to include
computational cost and scalability analysis, particularly in
real-time intrusion detection scenarios. The integration of
additional XAI techniques, such as Integrated Gradients,
DeepLIFT, and Counterfactual Explanations, will also be
explored to enrich interpretability and provide multi-
perspective insights for practitioners. Furthermore, the
development of hybrid IDS that combines deep learning with
statistical or rule-based approaches may offer a more
balanced trade-off between accuracy, efficiency, and
interpretability. Finally, the deployment of the proposed
model in real-world environments will be an important step
to assess its applicability and practical value in supporting
daily cybersecurity operations.

GLOSSARY

count — The number of connections to the same host as the
current connection in the past two seconds.

dst bytes — The number of data bytes sent from the
destination to the source in a connection.

duration — The length of the connection in seconds.

flag — The status flag of the connection.

protocol_type — The type of protocol used in the connection
(e.g., TCP, UDP, ICMP).

service — The network service on the destination (e.g., http,
telnet, ftp).

src_bytes — The number of data bytes sent from the source
to the destination in a connection.

srv_count — The number of connections to the same service
as the current connection in the past two seconds.
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