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Abstract

The evidence shown from the last decade shows that Indonesia has been the
constant target of cyber attacks, hence, the urgency to respond cyber threats with
its according and appropriate response: a more securitized response. The existing
literatures, however, have shown that the academic discourse national retaliation
against the cyber threat is rarely guided by the Copenhagen School’s
Securitization Theory, which has established a massive gap on why the the
discourse has not been the mainstream approach on tackling Indonesia’s national
threat on its cyber infrastructures. As a conclusion, the analytical lenses by the
Barry Buzan and Ole Waever is strictly adopting concepts to define its own
securitization process, but each concepts are still lacking of the depth required to
wholefully understand how ideal securitization should and would work.
Nonetheless, putting a state’s political actor as the securitization actor deemed to
be putting too much emphasize as the state as the main national stakeholders,
putting the society in an absurd position within the process of securitization.
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Introduction

Cybersecurity issues in Indonesia
seem like a knot that refuses to untangle.
Cited from the Kaspersky report, a
stakeholder of Indonesia’s Communication
and Informatics Ministry, Budi Arie, stated
that Indonesia ranks 10th as a country that
is most often targeted by cyberattacks
(Abdurrahman, 2024). Some of the latest
prominent examples of cyberattacks in

Indonesia are the hacking of e-commerce
platforms (Tokopedia, Bukalapak, and
Bhinneka) and Data COVID-19 in 2020
(CNN __Indonesia, 2020) to the more
commonly known Bjorka case (CNN
Indonesia, 2022) and the hacking of

Indonesia’s National Data Center (Pusat
Data Nasional Indonesia) which caused
multi-sectoral impacts on Indonesia’s
digital data, including the paralysis of
several public services (Saptowalyono,
2024).

Many commentaries suggested that

the looming problem of Indonesia’s cyber
concern is turning into a real, threatening
national issues because of several apparent
reasons, namely problematic approach on
cybersecurity policymaking and
overlapping jurisdictions from
governmental institutions (Chen, 2022;

Widianto et al., 2024; Priyandita, 2024, p.

4); the lost focus on addressing ‘human

error’ by not establishing ‘zero-trust

architecture’ on national cyber domain

(Ikeda, 2024);the low-level of awareness

from the level of national stakeholders

(Privandita, 2024, p. 3); and the reliance on

regulations and legislations instead of
overarching law of in cyberspace (2024, p.
4). These aforementioned explanations
bring us to a further understanding that we
can expect this cyberspace issue to emerge
thus creating a nexus with the discourse of
security studies, especially within the study
of International Relations (IR).

As an academic discipline, IR is also
generally concerned with security-themed
issues. Rooted from the very first start, the
contemporary discourse about security in
IR was predominantly started after WW2
and during The Cold War, with an IR theory
tagged as ‘neorealism’ as its mainstream
theoretical framework of understanding.

The neorealist tries to move on from its
previous foundation of thoughts of
‘classical realism’ that perceives states—that
often semiotically represented by the use of
the word ‘men’—to have limitless desire for
power without any overarching authority to
govern over their ‘egoistic behavior’ (Walt,
2017: 3-4). Neorealists, such as Kenneth
Waltz, does not necessarily reject the whole
picture, but instead of putting the weight of
morality towards men and their birth-by-
right ‘nature’ of endless desire of power, he

insisted that there is a better explanation
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concerning security problems by exploring
the structure of the international system: a
view that’s more rational and scientific
than putting the spotlight exclusively to the
egoistic, ‘biological’ power-thirsty
behavior of men.

In short, Kenneth Waltz argues that
international affairs concerning security is
the natural consequences of anarchy as the
ordering principle within an international
structure: it shapes and shoves the states as
the constituents of the structure to behave
rationally so they can survive, or else
(Waltz, 1979; Keohane, 1986: 343; and
Buzan, 1983).

Still within the same discourse of

security studies, neorealists argued that
states are the only sovereign actors in the
international system. It is logical to
establish this argument since this view
developed mainly in the middle of the 20th
century, where world conflicts and security
crises were predominantly initiated by state
actors. Consequently, it is also logical if
many neorealists are not on the same page
towards the growing discourse of security
that implies the concern of security is not
limited by the domain of states and military,
since the unit of analysis of neorealists are
almost exclusively on the power structure at

the system and unit level (Buzan et al.

1998, p. 11), therefore may not putting

many security concerns on the other lower
levels of analysis.

Most neorealists put the ‘security’
concern at the structure (system level) as the
the source of the explanation, and its impact
on the state actors (units level) with their
‘self-help’ approach as the source of the
outcome; but for a constructivist like Barry
Buzan the view concerning ‘security’ is not
limited only on those level of analysis but it
continues towards a lower, more specific
level: subunits (organized group of
individuals) and individuals (the ‘bottom
line” of object analysis in social sciences)
(.7).

To bring the issue of security more
contextually approved in this modern day
and ages, the debate of “Wide” versus
“Narrow” concerning the Security Studies
summarized by Buzan captured the perfect
path on how the next discussion regarding
this topic should continue: by moving on
beyond traditionalist view of security
complex theory.

Our solution comes down on the side of

the wideners in terms of keeping the

security agenda open to many different
types of threats. We argue against the
view that the core of security studies is
war and force and that other issues are

relevant only if they relate to war and

force (p.4)
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The constructivist paradigm pulled into
the table here then brings back the aspects
of domestic politics to explain the actions
of the state, as it was explained by Buzan et
al, that security is ‘something much more
specific than just any threat’ (p. 6). The
conceptualization of securitization in this
paradigm is crucial in understanding how
states define and respond to threats.

Buzan therefore ‘recapture’ the term of
securitization as the reconstruction of
security threats, where it can exist within
the domain of military or nonmilitary,
strictly political, and staged as an
‘existential threat’ towards a referent
object. Securitization theory argues that
threats are not objective realities, but are
socially constructed through discourse and
political action, turning various issues into
security concerns (Rosyidin, 2022).

Talking on a more specific issue of
cybersecurity issues, one can argue that the
discord of Indonesia’s securitization
towards cyber threats is still deep within the
fog of arbitrary. Whereas there is a general
understanding that cyberspace and other
ICT domains can manifest into a threat vis-
a-vis Indonesia’s national interest and its
societal order (Setiadi et al., 2012;
Aulianisa S & Indirwan, 2020; Rizal &
Yani, 2016), the general theme of research

is standing on the same bridge that

cybersecurity  process in  Indonesia,

however, is thwarted because of many

different  vindications, namely: (1)
unprepared socio-politics of Indonesia

towards cyber threats (Pratiwi et al., 2023),

(2) minimum technical and non-technical

preparation (Febriawan & Marisa, 2024),

and (3) the disunion of the state’s executive,
legislative, and branches
(Martupa & Hartanto, 2023).

Nevertheless, few also note that there

judiciary

have been some efforts by Indonesia to
tackle the crack in the foundation of its
cyber safety: for starters, (1) by engaging
all of its possible international branches of
diplomacy and multilateral collaborations
(Fransiska & Tobing, 2023; and
Iswardhana, 2021), (2) by regulating the

digital domain by adopting the Law on
Electronic Transaction and Information
(UU ITE) and The Law on The Security of
Personal Data (UU PDP) (Saleh & Winata,
2023); and (3) by institutionalizing cyber

regulator to National Cyber and Crypto
Agency (BSSN) (Mulyadi & Rahayu,
2018).

This article, therefore, will try to

emphasize on the puzzle pieces into the
discourse of securitization of cyber in
Indonesia by questioning why the
theoretical discourse of securitization
established and formulated by the
Copenhagen School has not been the

mainstream analytical lenses concerning
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cyber security in Indonesia. By this
question, we would like to descriptively
review the modern understanding of
Copenhagen School, specifically

concerning the issue of cyber security.

The Debate Concerning Securitization

By not discrediting any findings from
the previous studies revoking the knot in the
head of cybersecurity, this article finds that
the debate concerning Indonesia and its
cybersecurity  efforts has not put
‘securitization theory’ into the spotlight.
While in contrast, securitization theory is
important to help us identify the ‘which is
which’ within the discord of cybersecurity
in security studies.

As was once perfectly summarized by
Cavelty and Egloff in their writing
concerning the domain of security and ICT
(2021), any analysis in security studies
involving cybersecurity has to be generally
rooted in the “Copenhagen School,” which
mainly implied that the one perception of
security is not given by nature and by birth:
it is about the construction and the
formulation of political agendas and ideas
that manifest into a security issue once a
threat vis-a-vis national security and
interest has been identified, presented, and
established (Buzan et al., 1998), thus more

importantly, done by the governing actors,

political officials alike, a state actor, or non-

state actors in the international system
(Hansen, 2006).

The process of ‘identification and
presentation’ of the securitized issue can be
done by using language as a performative
act, highlighting the path on the map that
‘speech of acts’ is crucial during a
securitization process. Inspired by the
works of John L. Austin’s (1962) and John
Searle’s (1969) regarding the Speech of
Acts theory, Maciej Stepka (2022) then
synthesizes that ‘political statements,’
regardless of whether they are right or
wrong, will always contain a message that
tries to initiate, institutionalize, or instigate
‘new reality’ into the society: to change a
society’s perception from a non-political
issue—if possible—into a life-threatening
one; hence the justification of its
securitization efforts. In short,
securitization is important to use to address
the act of securitization of a state towards
certain identified threats.

The gap of this article's research will
therefore be summarized and explained in
this passage. Based on the public
observations and many cyber threat cases in
2024, experts and many commentators
alike have agreed that Indonesia should
seek better stones to break their deadlock of
cybersecurity. The response and the
policies are there; but both are deemed to be

not enough. The empirical standpoint,
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therefore, strongly suggests that Indonesia
has serious problems to address the
vulnerability of its cyber infrastructure.

Reflecting on the existing literature, the
discourse of ‘cyber security’ is there, even
with a general understanding that the
problems of cyber incidents can snowball
into national security concerns. There are
many perspectives used to understand the
reason for the national fragility in its cyber
infrastructure,  namely  socio-politics,
technical standpoints, and the thwarted
bureaucracy.

This article also finds that much
previous literature provides policy briefs
regarding help Indonesia address this issue,
by utilizing unique standpoints such as
institutionalization of cyber threats,
diplomacy, and multilateral collaborations,
and by establishing overarching law over
cyberspace in Indonesia. These collective
agreements taken from the existing research
and articles, however, does not necessarily
utilize the Copenhagen’s School approach
of securitization as its lens of
understanding.

Understanding that ‘figure or speech’ is
an important object of analysis in the study
of securitization, this research uses
qualitative-explanative  methods,  thus
putting more emphasis on any form of
verbal as the ‘speech of act’ made by

Indonesian’s executive, important political

figures, ministerial stakeholders, and other
printed documents like its form. One can
hypothesize  that by  manifesting
securitization theory by Barry Buzan as the
theoretical framework, the ‘endless-wait’ of
cyber-securitization in Indonesia is caused
by the thwarted first process of
securitization, proven by the unclear
securitizing actors that initiates the call and
movement of national cyber securitization.
This early stage is particularly important for
a securitization to occur since the
identification of the threats and the referent
objects that need to be protected will only

be addressed by the securitizing actor.

The Gap Between

The principal objective of the studies done
by the Copenhagen School and its
development and critics so far are for
nothing but to provide a clear guideline to
study securitization. While generally it has
been utilized as the mainstream framework
of analysis in contemporary security
studies, the Securitization Theory was
deemed to be limited in its concepts, hence,
the limitation to be utilized as the main
‘real-world’ security analysis framework
(Stritzel, 2007), and is still very open to
different interpretations, angles, and even
critics (2014, p. 11-12).

Stritzel confronted the main issue by

radically separating the work Securitization
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into two separate thoughts of philosophical
understanding: (1) a realist understanding
towards the conceptualization of ‘security’,
and (2) poststructuralist understanding that
views speech to act as a security (p. 13).
This view to address the definition towards
‘what is security’, is essentially about a
‘negotiation’ between the speaker and the
audience, between a political actor and its
society; a ‘negotiation’ so the people will
adhere the efforts needed to do against the

existential threat (Buzan et al., 1998).

Unsatisfied by this definition, Stritzler
points out that this framework of thinking
made by the Copenhagen School has
reflected what the moderate realist like
Arnold Wolfers had previously written in
his book called National Security as an
Ambiguous Symbol in 1952, where
ultimately Wolfers believed about two
things relevant to this issue: (1)
Government as the decision makers are able
to determine which value [referent object]
which deserved to be securitized, including
its level of emergency, the efforts, and the
required resources (Wolfers, 1952, p. 502 in
Stritzel, 2014, p. 13), and (2) the people

[audience] followed by giving their

approval for the political actor to use any
means necessary since they have to

experience the ‘sheer discomfort” out of the

securitization processes (Waolfers, 1952, p.
487-488 in Stritzel, 2014, p. 14).

Wolfer strongly disagrees, however,
that the nation—or to what the Copenhagen
School conceptualized it as the ‘political
actor’—is in the superior position in contrast
to its people, a radical regione di stato: a
position where nations ‘completely
subordinate’ everything for the sake of
what the political actor have perceived
about their security.

Moreover, Stritzel also highlighted that
the attempts made by the Copenhagen
School to define securitization as the
creation of ‘intersubjective understanding
made by political community to justify its
exceptional security measures’ (2007, p.
358) was too focusing on the ‘single
security articulation at a particular point in
time’ (p. 377), hence, causing contradiction
against its own ‘triology’ of concepts
between speech of act, securitizing actor,
and the audience in the theory of
securitization.

By still adhering to the principle of the
theory, Stritzel asked for a more systematic
and clearer emphasis of concepts embedded
within Securitization Theory by adding
more  comprehensive and  detailed
definition towards its layer of concepts: (1)
the performative force of an articulated
text, (2) its embeddedness in existing
discourses, and (3) the positional power of

securitizing actors.
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Conclusion

This brief article is trying to descriptively
showcase why the discourse cyber
securitization in Indonesia has not been the
mainstream theme throughout the field of
security studies. By utilizing Strizel views
as an alternative to observe how
securitization theory works, the analytical
lenses introduced by Barry Buzan and Ole
Waever is deemed to be too simplifying the
underlying concepts underneath the
securitization theory itself. In short, the
theory needs a lot of criticism to help it
rebuilds and remanifests its relevancy with
the growing and developing global political
affairs.

Generally, the effort done by the
Copenhagen School on understanding how
securitization works are distributed into
three different ‘basic’ concepts of (1)
securitizing actor; (2) a speech of act; and
(3) an audience. Within these three seems
to be like simple concepts, with the true
intentions were which to help us identify a
process of securitization, were deemed to
simplistic to its meaning.

The first concept of ‘speech of act’
for starter, requires further questioning
whether the ‘performative act’ must be
centered around the leading, nation-wide
political figure or the other way around.
Barry and Buzan seems to be putting the

focus and the weight down to a singular

political figure, which in Indonesia, a
stakeholder in the cyber security is not
single-handedly managed and overseered.

This writing also wants to mention
that the approach of how Copenhagen
School is trying to emphasize more on the
subjective interpretation of a state on
understanding threat—which can also be
interpretated by a few figures of people as a
state stakeholder—is establishing a huge
question whether the view of the people
should be as important as the perception of
the state’s securitizing actors.

This interpretation that solely relies
on how the state perceives the threat has
created a great distance with its society,
therefore creating more question with its
theoretical relevancy to a society that
adopts liberal democracy; where the system
works from the people, for the people, and
by the people. This criticism falls into my
conclusion why securitization theory has
been a less mainstream framework to use in
Indonesia’s cyber security: it put less
attention to its people, yet put heavy

expectations to the political actors.
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